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T e c h n o l o g i e s
ICSA Labs determined that TruPrevent™
Technologies developed by Panda
Software and present in their
commercial antivirus provides a
significant level of protection against
common malicious code threats,
without significantly impacting the
performance or interfering with
legitimate users of the system tested.



ICSA Labs tested TruPrevent™’s ability to protect against 93
examples of malicious code, and found that in 98.92% of the
cases, TruPrevent™ was able to block the spread of the malicious
code beyond the infection point. Malware samples used in the
test were selected to provide representatives from several
categories of malicious code threats, and included Adware,
Backdoors, Trojans and both Win32 and Visual Basic Script-based
worms.

ICSA Labs designed the test scenario to simulate the case where
the resident antivirus software does not have signatures for the
malware against wich it is being tested. Panda Software Supplied
ICSA Labs with a specially prepared antivirus signature file which
was only capable of detecting EICAR test string, and which
contained no additional virus signatures. ICSA Labs installed this
special pav.sig file and then disabled the automatic update feature
to prevent this special file from being overwritten. With the
antivirus software suite in this state, the only protection offered
is by the TruPrevent™ Technologies.

ICSA Labs executed the malware on our designated infection
point and monitored all network traffic, the infection point, and
other non-protected hosts on our test bed network to determine
if the malware successfully spread beyond our infection point.
This test was not designed to determine if TruPrevent™ could
prevent the malware from installing on infection point, but to
determine if it could prevent the malware from propagating
beyond the infection point.

Out of 93 malware samples, tested, 92 were properly detected
and blocked an 1 was not, a success rate of 98.92%. Testing
conducted at the ICSA Labs facility indicated that under certain
specific conditions, TruPrevent™ did not block the propagation
of Plexus.C. When the tests were repeated at Panda’s facility,
TruPrevent™ appeared to block Plexus.C. ICSA Labs was not
able to repeat this inconsistency.
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ICSA Labs conducted an extensive test of the base operating
system (Windows XP Professional), along with typical user installed
extensions, enhancements, commercial and freely available
applications. We performed typical user tasks within this system,
including registering and installing updates in the Operating
System, installing, registering (were applicable), updating and
using applications, and exercising the system on the Internet
through the use of Web Browsers, File Sharing, Gaming and
other applications in an attempt to cause the TruPrevent™
Technologies to inappropriately block legitimate activity. After
extensive efforts to do so, we were not able to record a single
instance of the evaluated software inappropriately blocking
legitimate activity.

ICSA Labs conducted baseline tests using Microsoft Windows XP
SP1a and a number of widely available applications to ensure
that the test system was functioning correctly. ICSA Labs then
re-installed the operating system, installed Panda Titanium
Antivirus 2004 with TruPrevent™ and exercised the system
according to the test plan in an attempt to generate false positive
alerts. ICSA Labs was not able to document an instance where
the Panda Titanium 2004 with TruPrevent™ inappropriately
altered or blocked software we were installing or using.

ICSA Labs designed the test scenario to simulate the case where
a typical user has purchased a new computer with both the
operating system and Panda software pre-installed by the
manufacturer. Our test plan was designed to duplicate the actions
the user would normally take under these circumstances:
registering and updating the operating system, installing,
registering, using and updating software applications in several
categories, upgrading a video card and installing the appropriate
driver software, etc. our detailed test sequence was designed
to represent those activities which a normal home or office user
would perform.

False Positives
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MS Messenger
Firefox
Acrobat Reader
WinRar
Office 2003 Pro
Kazaa
Yahoo! Messenger
WinAmp
Unreal 2004
Windows Media Player
Shockwave Flash player
WinZip
OpenOffice
BitTorrent
AOL Instant Messenger
Trillian Instant Messenger
Realplayer

Applications installed and ran
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ICSA Labs evaluated the performance impact of the TruPrevent™
using PC Magazine’s Business Winstone™ 2004 version 1.0.1.
We were able to measure and document a low level of degradation
in the performance of the system tested, which performed well
and remained responsive throughout all tests.

Business Winstone® installs a suite of commercial business
software applications and uses them to perform typical business
activities while measuring the systems overall performance. The
system performance is evaluated 5 times per iteration of the
benchmark suite, and reported arbitrary units called Winstones®.
ICSA Labs repeated each run of the benchmark software 4 times
to ensure there was no variance in the results.

Given the speed of the system used in the tests and the level
of degradation we measured, is it doubtful that a user would
perceive any degradation or object the performance of the system
while protecte. When weighed against the significant level of
protection offered by TruPrevent™ and the lack of observed
interference with legitimate uses of the system, we believe the
performance impact to be negligible.

Performance Impact
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